Killick Medical Services Ltd – Information Governance Policy
Information Governance Policy for Killick Medical Services Ltd Training Courses
Ensuring Responsible Handling and Protection of Training Information
Introduction
Information governance is fundamental to the responsible and ethical management of information assets within an organisation. Training courses, whether delivered in-person or online, involve the collection, use, and storage of a wide range of personal and sensitive information. Therefore, an Information Governance Policy for Training Courses is essential to ensure that all information is handled appropriately, securely, and in compliance with relevant legal and regulatory requirements.
This policy outlines the principles, procedures, and responsibilities for managing information associated with training courses to protect the rights of participants, staff, and the organisation.
Scope
This policy applies to all training courses organised, delivered, or facilitated by the organisation, regardless of format (face-to-face, online, blended, or self-paced). It covers all individuals involved in the development, delivery, administration, and evaluation of training, including employees, contractors, and third-party service providers.
Objectives
· To protect the confidentiality, integrity, and availability of information related to training courses.
· To ensure compliance with applicable data protection laws and regulations, such as the General Data Protection Regulation (GDPR) or equivalent local legislation.
· To outline clear procedures for the collection, use, storage, sharing, and disposal of information.
· To establish roles and responsibilities for information governance in the context of training courses.
Definitions
· Information Governance: The framework of policies, procedures, and controls ensuring the responsible handling of information.
· Personal Data: Any information relating to an identifiable individual, including names, contact details, identification numbers, and more.
· Sensitive Personal Data: Information revealing racial or ethnic origin, political opinions, religious beliefs, trade union membership, genetic or biometric data, health information, or details of a person's sexual orientation.
· Data Subject: The individual whose personal data is being processed.
· Processing: Any operation performed on personal data, such as collection, storage, use, sharing, or deletion.
Principles
The management of information related to training courses will be guided by the following principles:
· Lawfulness, Fairness, and Transparency: All data processing will comply with the law, be fair to individuals, and be transparent about how information is used.
· Purpose Limitation: Information will be collected only for specified, explicit, and legitimate purposes related to training course administration and delivery.
· Data Minimisation: Only the minimum information necessary for running the training course will be collected and processed.
· Accuracy: Data will be kept accurate and up to date, with mechanisms for correction where necessary.
· Storage Limitation: Information will not be kept longer than necessary and will be securely disposed of when no longer required.
· Integrity and Confidentiality: Appropriate security measures will protect information against unauthorised access, alteration, or loss.
· Accountability: The organisation takes responsibility for compliance with these principles and will be able to demonstrate this compliance.
Information Collection
Only information essential for the administration and delivery of training courses will be collected. Typical information includes:
· Participant names, contact details, and role/position
· Attendance records
· Assessment results and feedback
· Special requirements (e.g., accessibility or dietary needs)
· Evaluation and feedback forms
· Trainer and administrative staff information
Data subjects will be informed of the purposes for which their data is collected at the point of collection, including who will access the data and how long it will be retained.
Use and Processing of Information
Information collected for training courses will be used solely for purposes such as:
· Registering participants and managing attendance
· Delivering course materials and facilitating learning
· Monitoring performance and providing feedback
· Evaluating course effectiveness
· Meeting statutory or accreditation requirements
Any additional use must be agreed upon by the data subject and be consistent with stated purposes.
Storage and Security of Information
All information associated with training courses will be stored securely, whether in paper or electronic format. Key measures include:
· Storing paper records in locked cabinets or secure rooms
· Using encrypted digital storage for electronic records
· Implementing access controls so only authorised personnel can access sensitive information
· Regularly backing up data and testing data recovery procedures
· Ensuring remote access to information is secure (e.g., through VPNs or secure portals)
Incident response procedures will be in place to handle data breaches or loss of information, including prompt notification to relevant authorities and affected data subjects.
Sharing and Disclosure of Information
Information will not be shared outside the organisation unless:
· There is a legal obligation or regulatory requirement to do so
· The data subject has given explicit consent
· The sharing is necessary for the delivery of the training course (e.g., with accredited partners or assessment bodies)
When sharing with third parties, data protection agreements will be in place to ensure that comparable levels of confidentiality and security are maintained.
Retention and Disposal of Information
Information related to training courses will be retained only for as long as necessary, depending on statutory, regulatory, and operational requirements. A data retention schedule will specify retention periods for different types of records (e.g., attendance lists, assessment data, evaluation forms).
At the end of the retention period, information will be securely destroyed:
· Papers shredded or incinerated
· Electronic records deleted so they cannot be recovered
Appropriate records of disposal will be maintained.
Data Subject Rights
Individuals whose information is processed for training courses have the following rights:
· The right to be informed about how their data is used
· The right of access to their personal data
· The right to rectify inaccurate data
· The right to erase their data (where appropriate)
· The right to restrict or object to processing
· The right to data portability (where applicable)
Procedures will be in place to facilitate and respond to such requests within statutory timeframes.
Roles and Responsibilities
· Data Protection Officer (DPO): Responsible for overseeing data protection strategy and implementation, providing guidance, and responding to data subject requests.
· Training Course Managers: Ensure that information governance is embedded throughout the course lifecycle—from planning and enrolment to delivery and evaluation.
· Trainers and Facilitators: Handle participant information responsibly, report any concerns or breaches promptly, and comply with information governance procedures.
· IT and Administrative Staff: Maintain secure storage systems, manage access controls, and support the secure disposal of data.
· All Staff and Contractors: Comply with this policy and attend relevant training on information governance and data protection.
Training and Awareness
All individuals involved in the development, delivery, or administration of training courses must receive regular training on information governance. This includes:
· Understanding data protection laws and regulatory requirements
· Recognising and reporting data breaches
· Best practices for secure handling and disposal of information
· Protecting participant privacy and confidentiality
Training records will be maintained to demonstrate compliance.
Monitoring and Review
Compliance with this policy will be regularly monitored through audits, spot checks, and feedback mechanisms. The policy will be reviewed annually, or when significant changes occur in legal requirements or organisational practices.
Policy Enforcement and Disciplinary Measures
Non-compliance with this policy may result in disciplinary action, up to and including termination of employment or contracts. Incidents of non-compliance will be investigated and addressed according to organisational procedures.
Appendices
Appendix A: Data Retention Schedule (Example)
· Attendance Lists: Retain for 3 years after course completion
· Assessment Data: Retain for 2 years or as required by accrediting body
· Feedback/Evaluation Forms: Retain for 1 year after course completion
· Trainer Records: Retain for duration of contractual relationship plus 1 year
Appendix B: Useful Contacts
· Data Protection Officer: info@killickmedical.co.uk
· IT Support: info@killickmedical.co.uk
· HR/Compliance: info@killickmedical.co.uk
Appendix C: References
· General Data Protection Regulation (GDPR)
· Organisation’s Information Security Policy
· Local Data Protection Legislation
· Sector-specific Regulation (if applicable)
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